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Phileas Fogg:
Bet he could travel the world in 80 days

Detective Fix:
Assumes Fogg robbed a bank

and tries to catch him




The Fogg-Dilemma

Book a balloon ﬂight via Internet.
Don't reveal any details to Detective Fix!
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Outline

> Context: Traffic Analysis Attacks on Tor
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Traffic Analysis Attacks on Tor

De-Anonymizing users from encrypted traffic
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Fix knows:

Fogg will leave next Monday
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Traffic Analysis
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End-to-End Confirmation
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Attack: Correlation
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Countermeasure: Obfuscation
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Diversity in Evaluation
Techniques

Comparing Apples and Oranges
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Evaluation Procedure

Research on Traffic Analysis Attacks

Choose
Evaluation
Setup

~

-

Conduct
Attacks

~

-

Draw
Conclusions
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Example: Different Setups
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Example: Different Setups
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Related Work Comparison

Attack Ref. A/P | Adv. | Setup Noise pp. Feature Metric

[1,2] O @ O O O iat Corr.
Flow Comp.

[3,4] O @ O O O iat MI
IXP [5] Ol O o @ @ iat Stat.
Disclosure | [6-9] Ol @ O O O Stat.
WM [10-13] | @ | © ® @ @ iat Corr.
Coding 14171 | @ | © o ¢ O Enc.
Protocol 1819 | @ | © ® ¢ O Cell
n-1 20-22] | @ | @ O O O Blend
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Statistical Models

Attack Ref. A/P | Adv. | Setup Noise pp. Feature Metric

[1,2] O @ O O O iat Corr.
Flow Comp.

[3,4] O @ O O O iat MI
IXP [5] Ol O o @ @ iat Stat.
Disclosure | [6-9] O @ O O O . Stat.
WM [10-13] | @ | © ® @ @ iat Corr.
Coding 14171 | @ | © o ¢ O - Enc.
Protocol 1819 | @ | © ® ¢ O - Cell
n-1 20-22] | @ | @ O O O - Blend
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Simulation Models

Attack Ref. A/P | Adv. | Setup Noise App. Feature Metric

[1,2] O @ O O O iat Corr.
Flow Comp.

[3.4] O @ O O O iat MI
IXP [5] Ol O o @ @ iat Stat.
Disclosure | [6-9] Ol @ O O O - Stat.
WM [10-13] | @ | © ® @ @ iat Corr.
Coding 14171 | @ | © o ¢ O - Enc.
Protocol 1819 | @ | © ® ¢ O - Cell
n-1 20-22] | @ | @ O O O - Blend

RUHR
UNIVERSITAT
BOCHUM

RUB



Comparison Framework

Attack Ref. A/P | Adv. | Setup Noise App. Feature Metric

[1,2] O @ O O O iat Corr.
Flow Comp.

[3,4] Ol @ O O O iat MI
IXP [5] Ol O o @ @ iat Stat.
Disclosure | [6-9] Ol @ O O O Stat.
WM [10-13] | @ | © ® @ @ iat Corr.
Coding 14171 | @ | © o ¢ O Enc.
Protocol 1819 | @ | © ® ¢ O Cell
n-1 20-22] | @ | @ O O O Blend
[DigesTor [[19] (O] @ O @ @ | 5 reat. | 5 Metrics |
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Comparing Passive Traffic
Analysis Attacks on Tor

The Framework




Private Tor Network and TA Framework

Private Tor Network

Traffic Analysis Framework
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Trace DB
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Empirical Parameters & Virtual Network

Private Tor Network

ooooo

Experimental
Network — © Ji..

Traffic Analysis Framework

) 4 v v ﬁ
Parser Y >
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Trace DB
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Traffic Analysis Attacks

Private Tor Network

ooooo

A 4

Network

Experimental

\ 4 A 4

A 4 A

y

Parser

Traffic Analysis Framework

d

Trace DB

R
Traffic Analysis Framework@
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Shadow Simulation Model
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Limitations

Pros

* Simulation Time

« Large-Scale Models
 Consensus

Cons

* No actual transmissions
* No network stack

« Traffic generation models
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Virtual Network Setup

Clients

. o i - — —

I
I
: Tor Network
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" Middle
RO I Delays 2
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Private Tor Network
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Traffic Analysis Framework

TA Framework = >

?

raffic Analysis

- Apply 5 comparison metrics Framework

— >

Correlation between traces or
Error between traces
- For 5 metadata features

Metric/Feature cnt iat len ttl wis
Scalar X X X X X
PCA, Pearson X X X X X
Pearson Correlation X X X X X
RMSE X X X X X
Mutual Information X X X X X
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Experiments

Generate data, apply metrics, compare results
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Scenarios: Network Topologies

Directed setup: Grouped setup:
n = [2,...,30] clients connect to - n=|[2,..,30] clients connect to
n = |[2,...,30] servers - 2 servers

Concurrent
Connections

4 Isolated
~~~ Connections
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Scenarios: Applications

g— g &
Network Topologies: Directed, Grouped €-—g €
e
e—E8g
Applications
Static

cURL request to server for
constant download |
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Scenarios: Applications

. . e—e g>@
Network Topologies: Directed, Grouped @,—@@
e—e gy —F
Applications
Static Random R\
cURL request to server fo}r; cURL requests Iin

constant download \‘; random time patterns

A A
> >
t=0 t =end t=0 t =end
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Applications

Static
cURL request to server fO}I’

constant download \‘1 =3

Random
cURL requests Iin

Browsing

I
A N 'y‘ A A
X X r//fﬁ»
t=20 t =end t=20 t =end t=0 t =end
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Evaluation Questions

Best Metric in a Generic Scenario?
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Evaluation Questions

Impact of Network Topologies?
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Evaluation Questions

Impact of Application Types?
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Analysis Metrics

Summarizes Multiple Results

Boxplot

Middle 50% of
Data

Median

CDF

CDF & AUC
Distribution of Results

>

Worse Bette}

ARandom Guessing
Better than Uneducated Guess

aY RG =0.25
"W Attack = 0.41
| ARG =1.64 = 64%
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Best Metric?

1.00

0.75

0.50

0.25

Rel. Attack Success

0.00

SC PCA-P P RMSE Ml

Metrics

« SC: Scalar

*  PCA-P: Principal
Component Analysis &
Pearson Correlation

* P: Pearson Correlation

«  RMSE: Root-Mean-Square
Error

«  MI: Mutual Information
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Mutual Information

Rel. Attack Success

1.00

0.75

0.50

0.25

0.00

SC PCA-P P RMSE
M

Metrics

« SC: Scalar

*  PCA-P: Principal
Component Analysis &
Pearson Correlation

« P: Pearson Correlation

«  RMSE: Root-Mean-Square
Error

«  MI: Mutual Information
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CDF

Comparison of Setups

1.00

0.00

0.00

Directed —&— Grouped

Avg. Relative Success

1.00
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Comparison of Setups

®— Directed —&— Grouped

1.00
A

Improvement over Random Guessing

CDF

Directed
Pearson Correlation, ttl: 35%

Grouped
0.00 Mutual Information, iat: 22%

0.00 1.00

Avg. Relative Success
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CDF

Comparison of Applications

® Random —A— Static  —— Browsing

1.00

000 e
0.00

Avg. Relative Success

1.00
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CDF

45

Comparison of Applications

1.00

Random

—A— Static

. Browsing

<l B
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Avg. Relative Su

e« Improvement over Random Guessing

Random
RMSE, cnt: 52%

Static
Mutual Information, iat: 16%

Browsing
Scalar, iat: 7.4%
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Demonstration of DigesTor

Mixing as Countermeasure
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Countermeasure: Mixing
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Delay on Purpose
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Obfuscate Traffic
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Protection at a Price

-
mith
~ Balloon Inc-

Mix Parameters
- e 20% of TLS Records
e 0.Imsto 10ms

Delayed
Transmission

Result
« AUC from 0.72t0 0.9
« 20% Improvement
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Conclusion

What did we achieve?
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Experimental Diversity

Traffic Analysis Attacks

- Related work provides several
different attacks

- Evaluation concepts differ

- Comparing results means
comparing apples and oranges

Create Comparability
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Experimental Diversity Creating Comparability

Private Tor Network

S ) —
R
Traffic Analysis Attacks DigesTor
- Related work provides several - Generate traces in controlled
different attacks environment
- Evaluation concepts differ - Share data in Trace DB
- Comparing results means - Apply TA framework

comparing apples and oranges

Create Comparability Assess Attacks



Experimental Diversity Creating Comparability Demonstrating the
Framework

Private Tor Network

Delay Scanner @

v
Experimental [\ || [
Network &l o (@
-

Traffic Analysis

Parser —
\Trl* w > Framework

Trace DB

Delayed

Traffic Analysis Framework ’
Transmission J

Traffic Analysis Attacks DigesTor Mixing

- Related work provides several - Generate traces in controlled - Delay transmissions on
different attacks environment purpose

- Evaluation concepts differ - Share data in Trace DB - Obfuscate traffic patterns

- Comparing results means - Apply TA framework - Hinder correlation

comparing apples and oranges

Evaluate

Create Comparability Assess Attacks
Countermeasures



Experimental Diversity Creating Comparability
Private Tor Network
2 icanner @ Traffic Analysis Framework
s ot (S B e et
Traffic Analysis Attacks DigesTor
- Related work provides several - Generate traces in controlled
different attacks environment
- Evaluation concepts differ - Share data in Trace DB
- Comparing results means - Apply TA framework
comparing apples and oranges
Create Comparability Assess Attacks

Demonstrating the
Framework

Delayed p
Transmission J

Mixing

- Delay transmissions on
purpose

- Obfuscate traffic patterns
- Hinder correlation

Evaluate
Countermeasures

Thank You! Questions?



Appendix

Everything you asked for
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AS-Level Adversary
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Empirical Delays

Worldwide Remote Servers End-to-End Delays
\/

Connection-Individual Delay
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Individual Results

Scenario Metric Feature RG AUC AS

Directed P ttl 35% 0.72 0.49
Grouped M iat 22% 0.50 0.55
Random RMSE cnt 52% 0.48 0.80
Static Ml iat 16% 0.65 0.46
Browsing SC iat 7.4% 0.70 0.34
Global Ml iat 23% 0.61 0.52
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Frequency

Mixing: Performance Impairments

No Mixing 0.1ms 1ms 10ms
600
400
200
0
170 180 190
Delay [ms]

200
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