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» Why mobile network security is important
» Basics of mobile networks

e Generic network setup

e Long Term Evolution LTE
» Basic security goals

e Confidentiality
e Integrity
e Availability

e Privacy

» Mobile evolution



What was L2 again?

UE eNodeB
User Plane Control Plane Control Plane User Plane

» PDCP: Transport of data with
ciphering and integrity protection

NAS
(RRC) and transport of IP packets.
L3 IP RRC RRC IP
» RLC: Transport PDCP data in
. PDCP PDCP
different modes.
L2 RLC RLC
» MAC: Logical channels for RLC for
. . . . . MAC MAC
multiplexing into into the physical
transmission. Scheduling of within and H PTY PTY
between UEs. Air Interface



LTE Components

Component LTE Acronym LTE Component Icon
Phone UE User Equipment U
Base Station eNodeB Evolved Node B tA?
Core Network EPC Evolved Packet Core =&
Internet IP Network IP Network &

Focusing on the wireless connection:

» We focus on the air interface [J «+ "A!
» Another term for this is radio access network

» In LTE, the radio access network is called E-UTRAN



What happens in my phone?

Application Processor

» The OS implements the network stack

Application
» Standard Ethernet connection
like WiFi
Baseband Baseband Processor

» The Baseband implements the modem

» Mobile data connection




Combining Stacks [J] — ‘A' — =
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Breaking LTE on Layer Two

Breaking LTE on Layer Two
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https://alter-attack.net

Today’s Agenda

Three attacks against LTE L2: !
(1) Website Fingerprinting 3 A {Z‘i\[ﬁ

[O)o)
R 4 ==
(2) Identity mapping Z % A\ ,f;
= 'ﬁ‘
(3) User Data Redirection s »'

noj
(][}



Attack 1: Website Fingerprinting

Attack 2: Identity Mapping

Attack 3: User Data Redirection

Summary



Attack 1: Website Fingerprinting




Required Background

» General concept of website fingerprinting (WF)
> Internet connection through LTE
» LTE metadata

» Basic attack setup and trace inspection



Website Fingerprinting: The Concept

Internet
www.facebook.com

185.56.80.65

User
198.51.100.0

10



Website Fingerprinting: The Concept

Standard Internet Connection:

>
>
>
>
>

User connects to a website

IP address of user is sensitive

Together with website they reveal Internet usage
Attacker can monitor and learn sensitive data

Protection: Encrypt transmissions

11



Metadata of Encrypted Traffic

Timing
H H H — i
1 - 2 .- 3 .- 4_ ......... 5 e 6
} N N N | — —

Size Count

—> UL
¢ DL Internet
Direction

12



Metadata of Encrypted Traffic

Encryption protects the content. Transmissions still reveal metadata:

» Measure the timing between packets
» Measure the sizes of packets

» Count packets

» Check the transmission direction

How do we get this metadata?

» Can either be measured (timing, packet counts)
» |s part of the header information (size)
» Or is visible in the connection (direction)

The amount of metadata depends on the
protocols, physical link, and optional security measures

13



Classification Attack

Preparation
» Attacker pre-records requests and ,
responses to n websites °
> Repeats each website several times -
. Empm R0
» Results in a labeled data set
Classification Attack }i! !;

» Record traffic of victim

» Compare trace with pre-recorded data

» Highest similarity — guess

14



Trace Data Set

R ———
ampproject.org.
androidcentral.com

bonappetit.con

bootstrapedn. con
boston. con
brainly.con
breitbart.com
britanmica.com
businessinsider.com
bustle.con
buzzfeed.con
buzzfeednews. con

[ ——

carfax.con

casalemedia. con

cloudflare.com
emu.edu
columbia.edu
comichook. com
constantcontact.com
consumerreports.org
coolimba.com
cornell.edu
cosmopolitan. con

P R———
csdn.net
custhelp.con
dailycaller.com
dailydot.com
dailykos.con

daum.net
debian.org
dell.con

[P ——
detik.con
deviantart.com
[P ———
digg.con
digicert.con
discordapp.com
doi.org
domainmarket. com
dotomi .com
douban. com
doubleclick.net
doubleverify.com
douyu. com
dribbble. com
dropbox. com
dropeatch. con
e ——
drugs.con
duckduckgo.con
dw.com

eater.con
ebay.con
ebay-Kleinanzeigen.de
economist.com
ed.gov
eepurl.com
elegantthemes.com
elpais.com
elsevier.com
JE———
eonline. com
epa-gov

e p——
espn.con
etsy.com
ettoday.net
pa———
eventbrite.com
exelator.com
facebook. com
fandom. com

[ —
[————

Findagrave.con

Flightaware.con
flipkart.com
forbes.com
fortune. com
foxneus. com
free.fr
freepik
Fe.com
gamespot. com
getpocket.com
gfycat.con
giphy.con
github.com

globo.con
guail.con

goodreads. con
google.con
grammarly.com
gravatar.com
grid-id
guardian. co.uk
hao123.com
harvard. edu
hbr.org
hdfebank. com
healthgrades.con
healthline. con
history101.com
hola.org
hollywoodreporter.con
homedepot. com
hometalk. com
hootsuite. con
hotels.com
hotstar.com
howstuffworks
houtogeek.com
hp.com

husnqiu. com
hubspot. com
huffpost. com
[P ————
hulu.con

ibn. com

Hetf.org

ilovepdf.com
imdb. com

indeed. com

[ ——————
 E——
instructab
instructure.com
intel.com
intuit.con

Khanacademy.org.
kickstarter.com
[r——
adbible.com
larati.net
launchpad.net
Legacy.con
Tenovo.com
letsencrypt.org

1-492-client.csv

1-907-exit.csv
1-s08-client.csv
1-908-exit.csv
1-969-client.csv
1-909-exit.csv
1-s0-client.csv
1-96-exit.csv.
1-810-client.csv
1-810-exit.csv
1-911-client.csv
1-911-exit.csv
1-812-client.csv
1-812-exit.csv
1-913-client.csv
1-813-exit.csv
1-814-client.csv
1-915-client.csv
1-915-exit.csv
1-816-client.csv
1-916-exit.csv
1-917-client.csv
1-817-exit.csv
1-818-client.csv

2-422-client.csv
2-422-exit.csv
2-423-client.csv
2-423-exit.csv

2-a2-client.csv.
2-42-exit.csv
2-430-client.csv
2-430-exit.csv
2-431-client.csv

3-110-client.csv
3-110-exit.csv
3-111-client.csv
3-1l1-exit.csv
3-112-client.csv
3-112-exit.csv
3-113-client.csv

3-115-client.csv
3-115-exit.csv
3-126-client.csv
3-116-exit.csv
3-117-client.csv
3-117-exit.csv
3-118-client.csv
3-118-exit.csv
3-119-client.csv
3-119-exit.csv
3-11-client.csv

1-501-exit.csv
1-502-exit.cav
1-563-client.csv
1-503-exit.csv

1-918-exit.csv
1-819-exit.cav
1-91-client.csv.
1-91-exit.csv.

2-432-exit.csv
2-433-exit.csv
2-43a-client.csv

1-504-exit.csv

1-920-exit.csv

iputans.com
Littlethings.com
Live.com
Livejasmin.con
ivejournal.con
livescience.con
Toc.gov
Tonelyplanet.con
Tooper.con

Ltn. com. tw
magiquiz.com
mailchimp. com
mail.ru
manoramaonline. com
mapquest. com
mashable. com
[Re——
mayoclinic.org
mediafire.com
medicalneustoday. com
medicinenet.con
nedium. con

1-505-exit.cav
1-506-client.csv
1-506-exit.csv

1-921-exit.cav.
1-822-client.csv
1-922-exit.csv

2-434-exit.csv

2-435-exit.csv
2-436-client.csv
2-436-exit.csv
2-437-client.csv
2-437-exit.csv

3-120-exit.csv
3-121-exit.csv
3-122-client.csv
3-122-exit.csv
3-123-client.csv
3-123-exit.csv
3-124-client.csv
3-124-exit.csv
3-125-client.csv
3-125-exit.csv

1-507-exit.cav
1-508-client.csv
1-508-exit.csv

1-823-exit.cav
1-924-client.csv
1-924-exit.csv

2-438-exit.csv
2-439-client.csv
2-439-exit.csv

3-126-exit.csv
3-127-client.csv
3-127-exit.csv

1-509-exit.csv
1-s0-client.csv.
1-50-exit.csv.
1-510-client.csv
1-510-exit.csv
1-s11-client.csv
1-511-exit.csv
1-512-client.csv
1-512-exit.csv

1-825-exit.csv
1-926-client.csv
1-926-exit.csv.
1-827-client.csv
1-927-exit.csv
1-928-client.csv
1-828-exit.cav
1-829-client.csv
1-929-exit.csv

2-43-exit.csv
2-440-client.csv
2-440-exit.csv
2-441-client.csv
2-441-exit.csv
2-442-client.csv
2-442-exit.csv
2-443-client.csv
2-443-exit.csv

3-128-exit.csv
3-129-client.csv
3-129-exit.csv
3-12-client.csv
3-12-exit.csv
3-130-client.csv
3-130-exit.csv
3-131-client.csv
3-131-exit.csv

1-513-exit.csv
1-514-client.csv
1-51a-exit.csv

1-515-client.csv

1-82-exit.csv
1-930-client.csv
1-930-exit.csv
1-931-client.csv

2-444-exit.csv
2-445-client.csv
2-445-exit.csv

2-446-client.csv

3-132-exit.csv
3-133-client.csv
3-133-exit.csv
3-134-client.csv

3-53-client.csv.
3-53-exit.csv
3-540-client.csv
3-540-exit.csv
3-541-client.csv
3-541-exit.csv
3-s42-client.csv
3-542-exit.csv
3-543-client.csv
3-543-exit.csv
3-saa-client.csv
3-544-exit.csv
3-545-client.csv
3-545-exit.csv
3-546-client.csv
3-547-client.csv
3-547-exit.csv
3-548-client.csv
3-548-exit.csv
3-549-client.csv
3-549-exit.csv
3-s4-client.csv
3-54-exit.csv
3-s50-client.csv
3-550-exit.csv
3-551-client.csv
3-551-exit.csv
3-s52-client.csv
3-553-client.csv
3-553-exit.csv
3-s5a-client.csv
3-555-client.csv
3-555-exit.csv
3-556-client.csv
3-556-exit.csv
3-557-client.csv
3-557-exit.csv
3-s58-client.csv
3-558-exit.csv
3-559-client.csv
3-559-exit.csv
3-s5-client.csv
3-55-exit.csv
3-560-client.csv
3-560-exit.csv
3-561-client.csv
3-562-client.csv
3-s62-exit.csv
3-s63-client.csv
3-563-exit.csv
3-s64-client.csv
3-s64-exit.csv
3-565-client.csv

3-977-client.csv
3-877-exit.cav
3-978-client.csv
3-978-exit.csv
3-879-client.csv
3-87-client.csv
3-97-exit.csv
3-980.

3-s80

3-981.

3-981.

3-282

3-082

3-983.

3-983.

3-s84.

3-984.

3-985.

3-s85

3-986

3-986:

3-87

3-087

3-988.

3-988.

3-89

3-989.

3-98-

3-28-

3-50

3-990.

3-901.

3-s01

3-002.

3-002.

3-803

3-003

3-9904-

3-004-

3-55

3-995.
3-996-client.csv
3-896-exit.csv
3-997-client.csv
3-997-exit.csv
3-998-exit.csv
3-999-client.csv
3-99-client.csv.
3-99-exit.csv
3-5-client.csv
3-9-exit.csv.




State of the Art

A Critical Evaluation of Website Fingerprinting Attacks

Attack Techniques

» Machine learning:

Automated Website Fingerprinting
through Deep Learning

Make sense of metadata

» Deep learning:
Automatic feature generation

Evaluation

» Pre-recorded data sets are

always too small

» Scientific evaluation is unrealistic

Not relevant for the exam!

16



Website Fingerprinting on LTE

Internet

eNodeB EPC

17



Website Fingerprinting on LTE

Mobile Data Connection

» Radio connection between UE and eNodeB
» eNodeB connects to core network

» Forwards website request
How do we get the attack traffic?

» Option 1: Malicious eNodeB records all traffic
What happens when the eNodeB is malicious?

» Option 2: Wireless sniffer monitors radio connection
What's the difference to wire tapping?

18



Last Week: Website Request over LTE

D
]
KD
. Application
Option 1: eNodeB
Option 1 Presentation
> AcceSS to L]'_L3 Malicious eNodeB Sessi
D (IAI) ession
» LTE encryption Transport
Option 2: Sniffer P RRC RRC P Core Network
» Access to air PDCP PDCP
interface RLC RLC Data link
» Only transmissions MAC MAC
PHY PHY Physical

Option 2
Wireless Sniffer

19



Recall: Metadata

Metadata of Encrypted Traffic

» timing
Timing
» count HooH H e/
. . T2 H 3 d e 5 6
» direction —t —t —t — —
Size Count
> —> UL
——0DL Internet
Direction

Metadata in LTE?

20



Metadata in LTE

Where do we get the metadata?
» The PDCP sub-layer gives us the data

» The MAC sub-layer gives us identifiers PDCP

Challenge:
"e RLC
» Physical transmission applies encoding

» Option 1: We directly get decoded MAC

information in the eNodeB

» Option 2: We must decode the PHY

recordings first

21



LTE Metadata: Raw Information

Raw Information
Uncompressed information from traffic

fi rnti RNTI

f42.3 2.4 2.5 2.6 2.8 3.0
f, seq PDCP Sequence Number H11 12113 14 151 16
5 len PDCP Packet Length LOA O2 08 05 B O
3 1 F 1T 1 F 1 F L 1

fa abs  Absolute Timestamp
fs rel  Relative Timestamp

22



LTE Metadata: Compressed Information

Compressed Information
Aggregated in windows of 500ms length

f 1 2 ,
Tl B irs 15 16 fi win Window Index
f 3 3 o cnt Num. Packets in Window
H H H  — _ _
f3 0.1 0.3 f3 iat Avg. Inter-Arrival Time
::4 30 b8ytes 30 ?gtes fa byt Tot. Data in Window
5

fs seq Avg. Sequence Number

23



Demo:

Controlling your own LTE setup

24



Demo: Measurement Setup

eNodeB
(Software Stack)

EPC|
(Software Stack)

25



Demo: Malicious eNodeB

If you want to follow along or repeat this later:

» With SDR: Ettus USRP B2x0/B205mini/X3x0, LimeSDR, bladeRF
» Clone, install dependencies, build
» Without SDR: Docker version, integrated channel model

Setting this up is annoying!
Detailed steps can be found in the work sheet, if you get stuck just ask.

Requirements and Preparations

# clone, install dependencies, build

# plugin SDR, antennas,

sudo srsepc # start EPC in terminal 1
sudo srsenb # start eNodeB in terminal 2

26



Demo:

Inspecting LTE PCAPs
and finding the RNT]



RNTI

RNTI

stands for Radio Network Temporary ldentifier. They are used to differentiate
between multiple connected UEs.

Why do we need the RNTI?

» MAC sub-layer manages active radio connections
» Every active connection has its own RNTI
» There are many different types of RNTI

» For now we just treat this as a unique and temporary identifier

28



PDCP

PDCP

transport the control plane and user plane data and can apply features like header
compression, ciphering, or integrity protection.

Why do we look at PDCP packets?

» They transport the main data
» It's the data we see on the air interface or in the eNodeB

» We can derive several traffic features that relate to the transmission

29



Demo: Finding PDCP Traffic

aor voe)
BrRBa <> >k NEE
® ot
O] o Frame 25 41 bytes on wire (328 bits), 41 bytes captured (328 bits)
10000000 L TE e AT, st se) (eIt T U encapsutacion type: USER 2 (47)
ArTival Tine: sep 22, 2021 15:57:27.349072000 CEST
e LT WAe bLCEon .mmm.um o % € for this packet: 0.000000000 seconds]
e 101 ULSCH: (SPU-164 , SF=8) UELG=  (Long BSR) (Poer Headroon Repor) (Padding:remainder) 1632319047, 349072009 secon:
R Lo 101 aGromectimmSetpCamplate, ALSach reqeet, PO coneetiviey reqnt fron previous captured frame: 010102000 seconds)
e 1 (o Co Gelta from previous displayed frame: 0.010163000 seconds]
AR oL_ocon. (Tine since reerence or First frase: 0.010103000 seconds]
AR UL_ocon. 11 WInforsationtranster, Identity response Frane Nomber: 2
c.re tcowTs Frane Lengeh: 41 bytes (329 bits)
9 oo o LtomsanTranter, et ication reest Capture Longth: 41 bytes (328 bits)
o e.ure 191 (U] [ rrame 15 arkes: i)
120 LTe mrc w_oco.. 191 uuniwrmuunh o P bt etion resonse Frame is s Fat
10 AL 41 [0U) (W) SRB1 [coNTROL) AcK (Protocos in frame: user_ie:uspinac.Lte:Le_rrc)
140 LTE AR ou_ocows 66 m.w.,mm.mmu, sty mde comnd {colorng Rule Nase: i
150 LTe mre w ocons. 193 [ tcow 11, WInrorsatsontranster, security node complete (calorng Rule String: uip]
100220000 R a1 (00) () stocs [cowTRoL] ouT: 240, Paytoass udp (vser atagra
o e e oo sonutosatonranter, £s6 infornatson request
w00, LTE pRC w_ocon. ) sei1 (couTRoL) 11 . Winforsationtranstar, Esw inforsation response Source Port: 4sa7s
0 Ruc-LTe [Ewmwﬂ prog cestination port: 57005
20 LTE AR oL_oeon an Lengen: a1
210 L7e e u_ocon ooy aoxaws 11 seurioyasecopiece
220 Rt fcouTROL] A sweo [Expert Info (Error/Checksum): T11egal Ghecksum value (6))
220 e e oo sz ety (Flega1 checksum vate (0]
210 RcaTe () (w0 Swe:1 (cowmmou) Accswes || (W) () SRl (OATA)  see  (2e2-byces tseveraty
250 Rt 207 () () St0i1 (oATA] s 250-bytes. (oroup: crecksum]
200, meure w11 [oaTA] 250.bytes. (erecksum status: Unknown)
21 mcire towma) 250.bytes. (stresn 1nc
200 mcare i1 (0ATA] 250.bytes. (rinestanps]
200 RcaTe 235 () () smein (oATA) 100-bytes.. [Tine since rirst frane: 0.010102000 seconds]
00 mcaTe 7 (W) (wn) sweia 250-bytes. [Tine since previous frase: 0.010103008 seconds]
st w7 ARe ut_oecn zsvuenmnuuyxnvnrmuon o parioss 33 rs)
220 mc.re fou] (a4] S48 TRoU) Acx swesa PAC-LTE ULSoH: (Sr15 , SF=2) UELd=o  (cCoremainder)
210 suson (sas  sr4) ke (Lona ) (raaigrssiaer) Tootent o)
240 et (s =5) UELdo (Long sSR) (Padding:remainder) (Racio Type: F00 (1))
350 e e ou_scow.. 167 mmmu.m..mmwmm ey st e e vt [otrection: uplink (o)1
260 wac.LT (s 6) UeLi=o  (Long B58) (Pacding:renainder) [systen Frase wunver: 1551
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Demo: Finding PDCP Traffic

What did you recognize?

» With the right decoding we see TCP packets.
To make life easier the encryption is disabled.

» Context (RNTI=70)
This is the same RNTI as in the initial MAC packet.

» What are we looking at? RRCConnectionRequest
> Later: RAR

31



Website Fingerprinting: Summary

Problem: Traffic is encrypted but metadata leaks information.

Metadata: Timings, frequencies, sizes, directions, ...

WE: Classification attack where pre-recorded data set is compared to attack trace.
WEF on LTE: Monitor traffic in eNodeB or at air interface

Features: RNTI, PDCP, timing.

Demos: Finding information in PCAP traces, try this at home!

32



Website Fingerprinting: Exam Examples

» Recall the protocol stack. Where is the air interface? Why is there an IP-layer in
the stack? What's the difference between the UE stack and the eNodeB stack?
What is the control plane, what is the user plane?

» What protocols are part of the second layer in the LTE stack?

» Name examples of LTE metadata information, this can be either raw information
or compressed information.

» What is the tool we used to take a closer look at PCAP traces?

» In the context of WF, what is the RNTI used for? What kind of RNTI do we see

in the MAC packets of the eNodeB trace?
We'll learn more about this in the next part.

BS



Attack 2: Identity Mapping




Required Background

» ldentifiers
» Connection establishment

» Uplink and downlink sniffer

34



Identity Mapping ldea

IDperm
12
Match IDs
IDtemp — IDperm
IDperm

12

35



Temporary and Permanent ldentifiers

From permanent to temporary... or from critical to uncritical

» IMSI: Lifelong identifier, does not reset
» TMSI: Semi-permanent random ID, can be reset if needed

» RNTI: Temporary ID, updated with every new session

We'll see more details about IMSls, TMSIs, and RNTIs later in this lecture. For now this is enough.

36



Attack Concept

37



Attack Concept

Monitor Communication

Connection establishment exchanges messages between the UE and the eNodeB

They're first addressed using the RNTI

Recording both, the IDiemp = RNTI and the IDperm = TMSI, is the goal

>
>
> Later when everything is in place, they can switch to the TMSI
>
» Allows to match the identifiers!

38



Identity Mapping Attack

UE Attacker eNodeB

Random Access Preamble

e — —)
1 RA-RNTI MAC
2 Random Access Response MAC
C-RNTI
RRC Connection Request
e — —)
3 TMSI RRC
4 RRC Connection Setup RRC
TMSI

39



xy-RNTI

Different types of RNTI exist:

RA-RNTI: Random Access RNTI. Used for PRACH Response.

C-RNTI: Cell RNTI. Used for the transmission to a specific UE after RACH.
P-RNTI: Paging RNTI. Used for Paging Message.

SI-RNTI: System Information RNTI. Used for transmission of SIB messages
T-CRNTI: Temporary C-RNTI. Mainly used during RACH

SPS-C-RNTI, TPC-PUCCH-RNTI, TPC-PUSCH-RNTI, M-RNTI, CC-RNTI,
G-RNTI, SC-RNTI, SL-RNTI, SC-N-RNTI, eIMTA-RNTI

vV v v v VY

40



RA-RNTI

UE Attacker eNodeB
1 Random Access Preamble MAC
RA-RNTI

Random Access Preamble

» UE determines the value of the RA-RNTI

» RA— RNTI =1+ tig+ 10 % fiy

> tig is the index of the first subframe of the specified PRACH
» fig is the index of the specified PRACH

>

Physical Random Access Channel: UE requests uplink resources from eNodeB
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RA-RNTI

UE Attacker eNodeB
1 Random Access Preamble MAC
RA-RNTI

Random Access Preamble (Simplified)

» UE determines the value of the RA-RNTI
» There are only ten possible RA-RNTIs
» RA— RNTI € [1..10]
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C-RNTI

UE Attacker eNodeB
Random Access Preamble
e — —)
! RA-RNTI MAC
2 Random Access Response MAC
C-RNTI

Random Access Response

» eNodeB assigns the C-RNTI
» Contention resolution: assign a temporary unique value

» Avoid collisions (requesting resources at the same time)
» 16-bit C — RNT/ € [1..65523)]
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Uplink Sniffer

UE Attacker eNodeB

Random Access Preamble

e — —)
1 RA-RNTI MAC
2 Random Access Response MAC
C-RNTI
3 RRC Connection Request RRC

TMSI
|

RRC Connection Request

» UE requests the connection and sends its TMSI
» Match between C-RNTI and TMSI
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Downlink Sniffer

UE Attacker eNodeB

Random Access Preamble

1 . —— 3 MAC
RA-I'|\'NTI
Random Access Response
2 C-RNTI MAC

RRC Connection Request
— —_— RR
3 TMSI ¢

RRC Connection Setup
4 TMSI R

RRC Connection Setup

» eNodeB setups the connection

» Match between C-RNTI and TMSI
45



TMSI and IMSI

TMSI

Temporary Mobile Subscriber Identity, randomly assigned temporary identity. For
security reasons, the TMSI is a placeholder for the unique IMSI of a user. It can be
updated after a certain time period.

IMSI

International Mobile Subscriber Identity, uniquely identifies every mobile user. It is
not the identifier of the SIM card, but still part of the profile.

The TMSI is used for security reasons!
It can be reset if compromised. The IMSI cannot be reset.
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Identification Attack: Summary

Challenge: Learn the identifier of a specific user.

Problem: C-RNTI is different in every new session

Solution: Try to learn the TMSI! It's temporary but is rarely updated.
Uplink: Monitor the RRC Connection Request.

Downlink: Monitor the RRC Connection Setup

Result: Match C-RNTI to TMSI — Identity!

vV vV vV v VY
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Identification Attack: Exam Examples

vV v vy

Sketch the principle of the Identity Mapping Attack (draw the protocol, know
everything in bold font)

What is the difference between the RA-RNTI and the C-RNTI?

What is the difference between the C-RNTI and the TMSI?

Explain what the TMSI is. Why is the TMSI used instead of the IMSI?
Explain what the IMSI is.
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Attack 3: User Data Redirection




User Data Redirection?

DNS requests simplified:

? ' DNS Server

Responds \ g\@ HTTP Server
S

» User wants to visit a site

Asks the DNS Server for directions

>
» DNS server looks around
>
>

User contacts HTTP Server
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Required Background

Three Attack Components

(1) Plaintext Modification
(2) DNS Spoofing
(3) Man-in-the-Middle
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Plaintext Modification

UE eNodeB
User Plane Control Plane Control Plane User Plane

NAS
L3 IP RRC RRC IP
PDCP & PDCP @
L2 RLC RLC
MAC MAC
L1 PHY PHY

Air Interface
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Plaintext Modification

Feature Control Plane User Plane
e 5 (9]
Encryption v v
Integrity Protection v X

UE eNodeB
User Plane Control Plane Control Plane User Plane

NAS
L3 P RRC RRC IP
PDCP & PDCP &
L2 RLC RLC
MAC MAC
L1 PHY PHY
L ]

Air Interface

There is no integrity protection for user plane traffic!
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Integrity?

Data Integrity

Nobody fiddled with the data:

» Original message arrives at the recipient

» Not changed along the way

31
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Known-Plaintext Attack

— v
Plaintext m > ¢ AES
v — Key
Ciphertext ¢
Sender |
£
Mask —>
Active c
Attacker
T — v
AES
+ — Key
m/
Receiver
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Known-Plaintext Attack

PDCP encrypts IP packet
Stream cipher: AES in counter mode
XOR manipulation mask m

Deterministic manipulation

vV v vy VvYyy

Manipulation remains undetected. . .
But why?

No user plane integrity protection '@

Plaintext m —— —

Ciphertext ¢

Sender

Mask —

Active
Attacker

Receiver

+

}

—

f\\

—

AES

AES

Key

Key
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How can we achieve this?

Three Attack Components

(1) Plaintext Modification v
(2) DNS Spoofing
(3) Man-in-the-Middle
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Manipulation Mask

Mask

[

Plaintext
1 0
0 1
1 0
0 1

Keystream
1 1
1 1

8.8.8.8

loiloiloidl

Example: DNS
Spoofing
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Spoofing DNS Requests

» Why do we know the plaintext? 8.8.8.8
Providers have standard DNS
resolvers!
c
» Prepare a mask that flips bits like we
need it
» Add the mask to create the c'
manipulated ¢’
» Receiver recovers plaintext m' # m 1.1.1.1
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How can we achieve this?

Three Attack Components

(1) Plaintext Modification v
(2) DNS Spoofing v
(3) Man-in-the-Middle
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The alLTEr attack

UE Relay Commercial Network Internet
Encapsulate (¥ 1] [} .' c Malicious Malicious Original Original
( ) ( ore DNS HTTP DNS HTTP
— \— Network —
EEA2 Server Server Server Server
AKA
dest|P
destIP
srclP
srclP
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The aLTEr Attack

Bringing it all together:

(1) UE [J and eNodeB "A? conduct AKA (authentication and key agreement) —
Connection is established and ready to use

(2) UE sends website request including the destIP of the Original DNS Server

(3) Malicious eNodeB “A? recognizes the request and replaces it with a new destIP
of the Malicious DNS Server

(4) Malicious DNS server responds with address of Malicious HTTP Server

(5) Malicious eNodeB “A? recognizes response and replaces the malicious srcIP with
the one of the intended DNS server srcIP

(6) UE [J now has spoofed response and sends website request to the Malicious
HTTP Server. Unrecognized because of missing integrity protection!
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Three Attack Components

(1) Plaintext Modification v
(2) DNS Spoofing ¥
(3) Man-in-the-Middle v
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Summary




Attacks: Summary

Three L2 Attacks

(1) Website Fingerprinting
e Metadata information in LTE
e Classification attack
(2) Identity Mapping
e Temporary and permanent identifiers
e Matching them by passive sniffing
(3) User Data Redirection

e Known-plaintext attack
e Man-in-the-middle
e DNS spoofing
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Acronyms

AKA Authentication and Key Agreement
C-RNTI Cell Radio Network Temporary Identity
eNodeB Evolved NodeB

EPC Evolved Packet Core

E-UTRAN Evolved Universal Terrestrial Radio Access
EPLMN Equivalent PLMN

GUTI Globally Unique Temporary ldentifier
HPLMN Home PLMN

HSS Home Subscriber Service

IMSI International Mobile Subscriber Identity
LTE Long Term Evolution

MAC Medium Access Control

MCC Mobile Country Code

MME Mobility Management Entity

MNC Mobile Network Code

NAS Non-Access Stratum

P-GW PDN Gateway

PDCP Packet Data Convergence Protocol
PDN Packet Data Network

PHY Physical Layer

PLMN Public Land Mobile Network

RAP Random Access Preamble

RA-RNTI Random Access RNTI

RLC Radio Link Control

RNTI Radio Network Temporary ldentity
RRC Radio Resource Control

S-GW Serving Gateway

S1AP S1 Application Protocol

SCTP Stream Control Transmission Protocol
VPLMN Visiting PLMN

SDR Software Defined Radio

TMSI Temporary Mobile Subscriber Identity

UE User Equipment
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