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Last time. . .

I Why mobile network security is important

I Basics of mobile networks

• Generic network setup

• Long Term Evolution LTE

I Basic security goals

• Confidentiality

• Integrity

• Availability

• Privacy

I Mobile evolution
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What was L2 again?

I PDCP: Transport of data with

ciphering and integrity protection

(RRC) and transport of IP packets.

I RLC: Transport PDCP data in

different modes.

I MAC: Logical channels for RLC for

multiplexing into into the physical

transmission. Scheduling of within and

between UEs.

NAS
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PDCP

RLC

MAC

PHY
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RLC

MAC

PHY

L3

L2

L1

Air Interface

User Plane Control Plane Control Plane User Plane

UE eNodeB
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LTE Components

Component LTE Acronym LTE Component Icon

Phone UE User Equipment G

Base Station eNodeB Evolved Node B l

Core Network EPC Evolved Packet Core ß

Internet IP Network IP Network Ã

Focusing on the wireless connection:

I We focus on the air interface G ↔l

I Another term for this is radio access network

I In LTE, the radio access network is called E-UTRAN

4



What happens in my phone?

G
Application

Baseband

Application Processor

I The OS implements the network stack

I Standard Ethernet connection

like WiFi

Baseband Processor

I The Baseband implements the modem

I Mobile data connection
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Combining Stacks G →l → ß
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Breaking LTE on Layer Two

Today:

Attacks and what you need to

understand them

https://alter-attack.net
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Today’s Agenda

Three attacks against LTE L2:

(1) Website Fingerprinting

(2) Identity mapping

(3) User Data Redirection
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Attack 1: Website Fingerprinting

Attack 2: Identity Mapping

Attack 3: User Data Redirection

Summary



Attack 1: Website Fingerprinting

8



Required Background

I General concept of website fingerprinting (WF)

I Internet connection through LTE

I LTE metadata

I Basic attack setup and trace inspection
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Website Fingerprinting: The Concept

User

Internet

198.51.100.0

www.facebook.com

185.56.80.65

10



Website Fingerprinting: The Concept

Standard Internet Connection:

I User connects to a website

I IP address of user is sensitive

I Together with website they reveal Internet usage

I Attacker can monitor and learn sensitive data

I Protection: Encrypt transmissions
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Metadata of Encrypted Traffic

User Internet

Timing

Size

1 2 3 4 5 6

Count

UL

DL

Direction
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Metadata of Encrypted Traffic

Encryption protects the content. Transmissions still reveal metadata:

I Measure the timing between packets

I Measure the sizes of packets

I Count packets

I Check the transmission direction

How do we get this metadata?

I Can either be measured (timing, packet counts)

I Is part of the header information (size)

I Or is visible in the connection (direction)

The amount of metadata depends on the

protocols, physical link, and optional security measures
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Classification Attack

Preparation

I Attacker pre-records requests and

responses to n websites

I Repeats each website several times

I Results in a labeled data set

Classification Attack

I Record traffic of victim

I Compare trace with pre-recorded data

I Highest similarity → guess
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Trace Data Set
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State of the Art

Attack Techniques

I Machine learning:

Make sense of metadata

I Deep learning:

Automatic feature generation

Evaluation

I Pre-recorded data sets are

always too small

I Scientific evaluation is unrealistic

Not relevant for the exam!
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Website Fingerprinting on LTE

UE

Internet

eNodeB EPC

Sniffer

eNodeB
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Website Fingerprinting on LTE

Mobile Data Connection

I Radio connection between UE and eNodeB

I eNodeB connects to core network

I Forwards website request

How do we get the attack traffic?

I Option 1: Malicious eNodeB records all traffic

What happens when the eNodeB is malicious?

I Option 2: Wireless sniffer monitors radio connection

What’s the difference to wire tapping?
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Last Week: Website Request over LTE

Option 1: eNodeB

I Access to L1-L3

I LTE encryption

Option 2: Sniffer

I Access to air

interface

I Only transmissions

l

ß

G

IP RRC

PDCP

RLC

MAC

PHY

Option 1
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Wireless Sniffer
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Data link

Physical
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Recall: Metadata

I timing

I count

I direction

I . . .

Metadata in LTE?
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Metadata in LTE

Where do we get the metadata?

I The PDCP sub-layer gives us the data

I The MAC sub-layer gives us identifiers

Challenge:

I Physical transmission applies encoding

I Option 1: We directly get decoded

information in the eNodeB

I Option 2: We must decode the

recordings first

PDCP

RLC

MAC

PHY
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LTE Metadata: Raw Information

Raw Information

Uncompressed information from traffic

f1 rnti RNTI

f2 seq PDCP Sequence Number

f3 len PDCP Packet Length

f4 abs Absolute Timestamp

f5 rel Relative Timestamp

f3

11 12 13 14 15 16f2
2.3 2.4 2.5 2.6 2.8 3.0f4

0.1 0.2 0.3 0.4 0.6 0.8f5
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LTE Metadata: Compressed Information

1 2f1

3 3f2

0.1 0.3f3
30 bytes 30 bytesf4

11 12 13 14 15 16

8 15f5

Compressed Information

Aggregated in windows of 500ms length

f1 win Window Index

f2 cnt Num. Packets in Window

f3 iat Avg. Inter-Arrival Time

f4 byt Tot. Data in Window

f5 seq Avg. Sequence Number
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Demo:

Controlling your own LTE setup
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Demo: Measurement Setup
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Demo: Malicious eNodeB

If you want to follow along or repeat this later:

I With SDR: Ettus USRP B2x0/B205mini/X3x0, LimeSDR, bladeRF

I Clone, install dependencies, build

I Without SDR: Docker version, integrated channel model

Setting this up is annoying!

Detailed steps can be found in the work sheet, if you get stuck just ask.

Requirements and Preparations

# c l o n e , i n s t a l l d e p e n d e n c i e s , b u i l d

# p l u g i n SDR, antennas , . . .

sudo s r s e p c # s t a r t EPC i n t e r m i n a l 1

sudo s r s e n b # s t a r t eNodeB i n t e r m i n a l 2
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Demo:

Inspecting LTE PCAPs

and finding the RNTI
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RNTI

RNTI

stands for Radio Network Temporary Identifier. They are used to differentiate

between multiple connected UEs.

Why do we need the RNTI?

I MAC sub-layer manages active radio connections

I Every active connection has its own RNTI

I There are many different types of RNTI

I For now we just treat this as a unique and temporary identifier
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PDCP

PDCP

transport the control plane and user plane data and can apply features like header

compression, ciphering, or integrity protection.

Why do we look at PDCP packets?

I They transport the main data

I It’s the data we see on the air interface or in the eNodeB

I We can derive several traffic features that relate to the transmission
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Demo: Finding PDCP Traffic
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Demo: Finding PDCP Traffic

What did you recognize?

I With the right decoding we see TCP packets.

To make life easier the encryption is disabled.

I Context (RNTI=70)

This is the same RNTI as in the initial MAC packet.

I What are we looking at? RRCConnectionRequest

I Later: RAR
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Website Fingerprinting: Summary

I Problem: Traffic is encrypted but metadata leaks information.

I Metadata: Timings, frequencies, sizes, directions, . . .

I WF: Classification attack where pre-recorded data set is compared to attack trace.

I WF on LTE: Monitor traffic in eNodeB or at air interface

I Features: RNTI, PDCP, timing.

I Demos: Finding information in PCAP traces, try this at home!
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Website Fingerprinting: Exam Examples

I Recall the protocol stack. Where is the air interface? Why is there an IP-layer in

the stack? What’s the difference between the UE stack and the eNodeB stack?

What is the control plane, what is the user plane?

I What protocols are part of the second layer in the LTE stack?

I Name examples of LTE metadata information, this can be either raw information

or compressed information.

I What is the tool we used to take a closer look at PCAP traces?

I In the context of WF, what is the RNTI used for? What kind of RNTI do we see

in the MAC packets of the eNodeB trace?

We’ll learn more about this in the next part.
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Attack 2: Identity Mapping



Required Background

I Identifiers

I Connection establishment

I Uplink and downlink sniffer
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Identity Mapping Idea

IDtemp

33

IDtemp

48

IDperm

12

IDperm

12

Match IDs

IDtemp → IDperm
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Temporary and Permanent Identifiers

From permanent to temporary. . . or from critical to uncritical

I IMSI: Lifelong identifier, does not reset

I TMSI: Semi-permanent random ID, can be reset if needed

I RNTI: Temporary ID, updated with every new session

We’ll see more details about IMSIs, TMSIs, and RNTIs later in this lecture. For now this is enough.
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Attack Concept

IDtemp

IDtemp

. . .

IDperm

IDperm
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Attack Concept

Monitor Communication

I Connection establishment exchanges messages between the UE and the eNodeB

I They’re first addressed using the RNTI

I Later when everything is in place, they can switch to the TMSI

I Recording both, the IDtemp = RNTI and the IDperm = TMSI , is the goal

I Allows to match the identifiers!
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Identity Mapping Attack

UE Attacker eNodeB

Random Access Preamble

RA-RNTI

Random Access Response

C-RNTI

RRC Connection Request

TMSI

RRC Connection Setup

TMSI

MAC

MAC

RRC

RRC

1

2

3

4
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xy-RNTI

Different types of RNTI exist:

I RA-RNTI: Random Access RNTI. Used for PRACH Response.

I C-RNTI: Cell RNTI. Used for the transmission to a specific UE after RACH.

I P-RNTI: Paging RNTI. Used for Paging Message.

I SI-RNTI: System Information RNTI. Used for transmission of SIB messages

I T-CRNTI: Temporary C-RNTI. Mainly used during RACH

I SPS-C-RNTI, TPC-PUCCH-RNTI, TPC-PUSCH-RNTI, M-RNTI, CC-RNTI,

G-RNTI, SC-RNTI, SL-RNTI, SC-N-RNTI, eIMTA-RNTI
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RA-RNTI

UE Attacker eNodeB

Random Access Preamble

RA-RNTI
MAC1

Random Access Preamble

I UE determines the value of the RA-RNTI

I RA− RNTI = 1 + tid + 10 ∗ fid
I tid is the index of the first subframe of the specified PRACH

I fid is the index of the specified PRACH

I Physical Random Access Channel: UE requests uplink resources from eNodeB
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RA-RNTI

UE Attacker eNodeB

Random Access Preamble

RA-RNTI
MAC1

Random Access Preamble (Simplified)

I UE determines the value of the RA-RNTI

I There are only ten possible RA-RNTIs

I RA− RNTI ∈ [1..10]
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C-RNTI

UE Attacker eNodeB

Random Access Preamble

RA-RNTI

Random Access Response

C-RNTI

MAC

MAC

1

2

Random Access Response

I eNodeB assigns the C-RNTI

I Contention resolution: assign a temporary unique value

I Avoid collisions (requesting resources at the same time)

I 16-bit C − RNTI ∈ [1..65523]
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Uplink Sniffer

UE Attacker eNodeB

Random Access Preamble

RA-RNTI

Random Access Response

C-RNTI

RRC Connection Request

TMSI

MAC

MAC

RRC

1

2

3

RRC Connection Request

I UE requests the connection and sends its TMSI

I Match between C-RNTI and TMSI
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Downlink Sniffer

UE Attacker eNodeB

Random Access Preamble

RA-RNTI

Random Access Response

C-RNTI

RRC Connection Request

TMSI

RRC Connection Setup

TMSI

MAC

MAC

RRC

RRC

1

2

3

4

RRC Connection Setup

I eNodeB setups the connection

I Match between C-RNTI and TMSI
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TMSI and IMSI

TMSI

Temporary Mobile Subscriber Identity, randomly assigned temporary identity. For

security reasons, the TMSI is a placeholder for the unique IMSI of a user. It can be

updated after a certain time period.

IMSI

International Mobile Subscriber Identity, uniquely identifies every mobile user. It is

not the identifier of the SIM card, but still part of the profile.

The TMSI is used for security reasons!

It can be reset if compromised. The IMSI cannot be reset.
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Identification Attack: Summary

I Challenge: Learn the identifier of a specific user.

I Problem: C-RNTI is different in every new session

I Solution: Try to learn the TMSI! It’s temporary but is rarely updated.

I Uplink: Monitor the RRC Connection Request.

I Downlink: Monitor the RRC Connection Setup

I Result: Match C-RNTI to TMSI → Identity!
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Identification Attack: Exam Examples

I Sketch the principle of the Identity Mapping Attack (draw the protocol, know

everything in bold font)

I What is the difference between the RA-RNTI and the C-RNTI?

I What is the difference between the C-RNTI and the TMSI?

I Explain what the TMSI is. Why is the TMSI used instead of the IMSI?

I Explain what the IMSI is.
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Attack 3: User Data Redirection



User Data Redirection?

DNS requests simplified:

I User wants to visit a site

I Asks the DNS Server for directions

I DNS server looks around

I Responds

I User contacts HTTP Server

49



Required Background

Three Attack Components

(1) Plaintext Modification

(2) DNS Spoofing

(3) Man-in-the-Middle
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Plaintext Modification

NAS

IP RRC

PDCP �

RLC

MAC

PHY

RRC IP

PDCP �

RLC

MAC

PHY

L3

L2

L1

Air Interface

User Plane Control Plane Control Plane User Plane

UE eNodeB
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Plaintext Modification

Feature Control Plane User Plane

Ò �

Encryption ¢ ¢

Integrity Protection ¢ m

NAS

IP RRC

PDCP �

RLC

MAC

PHY

RRC IP

PDCP �

RLC

MAC

PHY

L3

L2

L1

Air Interface

User Plane Control Plane Control Plane User Plane

UE eNodeB

There is no integrity protection for user plane traffic!
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Integrity?
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Known-Plaintext Attack

Sender

Plaintext m
AES

IV

Key
Ciphertext c

Active
Attacker

Mask

c ′

IV

Key

AES

m′

Receiver 54



Known-Plaintext Attack

I PDCP encrypts IP packet

I Stream cipher: AES in counter mode

I XOR manipulation mask m

I Deterministic manipulation

I Manipulation remains undetected. . .

But why?

No user plane integrity protection i

Sender

Plaintext m
AES

IV

Key
Ciphertext c

Active
Attacker

Mask

c ′

IV

Key

AES

m′

Receiver
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How can we achieve this?

Three Attack Components

(1) Plaintext Modification ¢

(2) DNS Spoofing

(3) Man-in-the-Middle
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Manipulation Mask

Plaintext Keystream

0 1 0 1 1 1 1 1

1 0 1 0

Mask

0 1 1 0

1 1 0 0 1 1 1 1

0 0 1 1

8.8.8.8

c

c ′

1.1.1.1

Example: DNS

Spoofing
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Spoofing DNS Requests

I Why do we know the plaintext?

Providers have standard DNS

resolvers!

I Prepare a mask that flips bits like we

need it

I Add the mask to create the

manipulated c ′

I Receiver recovers plaintext m′ 6= m

8.8.8.8

c

c ′

1.1.1.1
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How can we achieve this?

Three Attack Components

(1) Plaintext Modification ¢

(2) DNS Spoofing ¢

(3) Man-in-the-Middle
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The aLTEr attack

Encapsulate

EEA2
l l Core

Network

Malicious

DNS

Server

Malicious

HTTP

Server

Original

DNS

Server

Original

HTTP

Server

UE Relay Commercial Network Internet

AKA

destIP

destIP

srcIP

srcIP
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The aLTEr Attack

Bringing it all together:

(1) UE G and eNodeB l conduct AKA (authentication and key agreement) →
Connection is established and ready to use

(2) UE sends website request including the destIP of the Original DNS Server

(3) Malicious eNodeB l recognizes the request and replaces it with a new destIP

of the Malicious DNS Server

(4) Malicious DNS server responds with address of Malicious HTTP Server

(5) Malicious eNodeB l recognizes response and replaces the malicious srcIP with

the one of the intended DNS server srcIP

(6) UE G now has spoofed response and sends website request to the Malicious

HTTP Server. Unrecognized because of missing integrity protection!
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attack Steps

Three Attack Components

(1) Plaintext Modification ¢

(2) DNS Spoofing ¢

(3) Man-in-the-Middle ¢
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Summary



Attacks: Summary

Three L2 Attacks

(1) Website Fingerprinting

• Metadata information in LTE

• Classification attack

(2) Identity Mapping

• Temporary and permanent identifiers

• Matching them by passive sniffing

(3) User Data Redirection

• Known-plaintext attack

• Man-in-the-middle

• DNS spoofing
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Acronyms

AKA Authentication and Key Agreement

C-RNTI Cell Radio Network Temporary Identity

eNodeB Evolved NodeB

EPC Evolved Packet Core

E-UTRAN Evolved Universal Terrestrial Radio Access

EPLMN Equivalent PLMN

GUTI Globally Unique Temporary Identifier

HPLMN Home PLMN

HSS Home Subscriber Service

IMSI International Mobile Subscriber Identity

LTE Long Term Evolution

MAC Medium Access Control

MCC Mobile Country Code

MME Mobility Management Entity

MNC Mobile Network Code

NAS Non-Access Stratum

P-GW PDN Gateway

PDCP Packet Data Convergence Protocol

PDN Packet Data Network

PHY Physical Layer

PLMN Public Land Mobile Network

RAP Random Access Preamble

RA-RNTI Random Access RNTI

RLC Radio Link Control

RNTI Radio Network Temporary Identity

RRC Radio Resource Control

S-GW Serving Gateway

S1AP S1 Application Protocol

SCTP Stream Control Transmission Protocol

VPLMN Visiting PLMN

SDR Software Defined Radio

TMSI Temporary Mobile Subscriber Identity

UE User Equipment
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