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Recap

(1) General introduction to mobile networks

• Terminology: UE, eNodeB, EPC

• Mobile protocol stack

• Security features

(2) Three layer-two attacks

• Website fingerprinting

• Identity mapping

• User data redirection
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Website Fingerprinting: Classification Attack

Preparation

I Attacker pre-records requests and

responses to n websites

I Repeats each website several times

I Results in a labeled data set

Classification Attack

I Record traffic of victim

I Compare trace with pre-recorded data

I Highest similarity → guess
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Website Fingerprinting: Malicious Base Station vs. Wireless Sniffer

Option 1: eNodeB

I Access to L1-L3

I LTE encryption

Option 2: Sniffer

I Access to air

interface

I Only transmissions
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Identity Mapping Attack
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Identity Mapping Attack: TMSI and IMSI

TMSI

Temporary Mobile Subscriber Identity, randomly assigned temporary identity. For

security reasons, the TMSI is a placeholder for the unique IMSI of a user. It can be

updated after a certain time period.

IMSI

International Mobile Subscriber Identity, uniquely identifies every mobile user. It is

not the identifier of the SIM card, but still part of the profile.

The TMSI is used for security reasons!

It can be reset if compromised. The IMSI cannot be reset.
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aLTEr: Known-Plaintext Attack

I PDCP encrypts IP packet

I Stream cipher: AES in counter mode

I XOR manipulation mask m

I Deterministic manipulation

I Manipulation remains undetected. . .

But why?

No user plane integrity protection i

Sender

Plaintext m
AES

IV

Key
Ciphertext c

Active
Attacker

Mask

c ′

IV

Key

AES

m′

Receiver

7



aLTEr: Attack Procedure

Encapsulate

EEA2
l l

Core

Network

Malicious

DNS

Server

Malicious

HTTP

Server

Original

DNS

Server

Original

HTTP

Server

UE Relay Commercial Network Internet

AKA

destIP

destIP

srcIP

srcIP

8



Call Me Maybe

Today:

Decrypting VoLTE Calls

https://revolte-attack.net/
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VoLTE: Voice over LTE

VoLTE

I Uses a 4G data connection instead of

the standard voice network to operate

phone calls.

I Has smaller packet headers and is

more efficient than VoIP/LTE.

I Device, firmware, and provider must

all support VoLTE.
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VoLTE Networks

Is this a thing?

I 253 operators

I 113 countries

Why is this a thing?

I Better call quality

I LTE security features

https://gsacom.com/paper/gsa-announces-253-operators-investing-volte/
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Target and Keystream Call

Target Call

Record VoLTE Call

Keystream Call

Recover keystream!
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Decrypting Encrypted Calls

G
0

l ß

Call me Maybe!?

I Record VoLTE phone calls → Wireless sniffer

I Exploit keystream reuse → Implementation flaw

I Decrypt recorded call → Attack goal

13



Attack Challenges

ßG l
öö
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I Wireless sniffer: Be in the same

radio cell, record traffic between UE

and eNodeB.

I Keystream reuse: Call is encrypted.

If the same keystream is used again,

we can decrypt the call.

I Challenges: Everything that happens

in the wireless transmission of voice

data.
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Attack Challenges
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VoLTE Infrastructure

G User, making a phone call

• Make initial call

• Answer a subsequent call

l Radio cell

• Set the codec and ROHC

• Apply security measures

Ã Packet-switched phone call

through the IMS

• Transport protocols

I Home Subscriber Service (HSS)

I Mobility Management Entity (MME)

I Serving Gateway (S-GW)

I PDN Gateway (P-GW)
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Challenges

Performance

I Codecs and

comfort noise

I Robust header

compression

I Radio data bearers

IP Multimedia

Subsystem (IMS)

I Control and

media planes

I Packet-switched

architecture

Security

I Radio-layer encryption

I Additional AKA

I Secure Real-Time

Transport

Protocol (SRTP)
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Codecs and Comfort Noise

Multimedia Codec

transforms signals between different representations with either optimizing the data

consumption or the quality.

Three possible codecs:

(1) Enhanced Voice Services (EVS)1

(2) Adaptive Multi-Rate (AMR)

(3) Adaptive Multi-Rate Wideband (AMR-WB)

1https://www.3gpp.org/news-events/1639-evs_news
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Optimize Bitrates

Optimization Methods

I Comfort Noise

• Save data in periods where the calling partner is silent.

• Comfort noise is generated through a seed.

• Seed is smaller, transmitted on lower frequency.

• Example: AMR-WB uses 40bit over 160ms,

actual voice uses 477bit every 20ms.

I Transcoding occurs when calling partners use different codecs.

• Example: Radio-layer problems enforce a downsampling.
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Why are codecs relevant for us?

We will eavesdrop a phone call,

everything is encoded by the applied multimedia codec.

What we need to know:

I What codec was applied?

I How can we reconstruct the information?

I How to handle comfort noise?

I How to handle transcoding?
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Challenges

Codecs and

comfort noise

Robust header

compression
Radio data bearers
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Robust Header Compression (ROHC)

Robust Header Compression (ROHC)

is a technique to save bits in the headers of IP, TCP, UDCP, and RTP packets. The

compression saves bandwidth by removing redundancies from packet headers with the

same connection endpoints.

ROHC and ReVoLTE:

(1) Addressing packets in a mobile connection

(2) Involved protocols

(3) Protocol headers and redundant information
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Robust Header Compression (ROHC)

�

G l ß ß

H

UE IP P-GW IP Server IP

UE eNodeB EPC HTTP Server

What protocols are involved?

What header fields remain the same?
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Protocol Headers

IPv4 Header

Version IHL Type of Service Total Length

Identification Flags FragmentOffset

Time to Live Protocol Header Checksum

Source IP Address

Destination IP Address

Options Padding

UDP Header

Source Port Destination Port

Length Checksum

Data

Version IHL Type of Service

Source IP Address

Destination IP Address

Source Port Destination Port
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Redundant Information

�

G l ß ß

H

UE IP P-GW IP Server IP

UE eNodeB EPC HTTP Server

192.168.1.163 107.77.235.125 172.217.17.78
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Robust Header Compression (ROHC)

Remove Redundancy:

I Send the first packet with all header information included

→Both sides learn relevant and static information.

I In the following packets, remove all headers that do not change.

The eNodeB activates ROHC profiles:

I Profile 1: compress RTP, UDP, IP headers;

only transmit RTP data with ROHC header.

I Profile 2: compress UDP, IP; only transmit UDP payload with ROHC header.
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Demo: ROHC

Demo:

ROHC Profiles
l t e −r r c . d r b I d e n t i t y | | ( l t e −r r c . c1 == 4)

# d e m o r e v o l t e n o t p o s s i b l e . pcap

# 1 R R C C o n n e c t i o n R e c o n f i g u r a t i o n

# 6 R R C C o n n e c t i o n R e c o n f i g u r a t i o n
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Why is ROHC relevant?

ROHC compresses the transmitted packets and influences the

data that we can eavesdrop.

What we need to know:

I What kind of compression is enabled?

I What information do we lose?

I When does this occur?
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Challenges

Codecs and

comfort noise
Robust header compression Radio data bearers
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Radio Data Bearers

Radio Bearers

I Signaling Radio Bearers SRB

I Dedicated Radio Bearers DRB

Idle and Active Connections

I Inactivity triggers idle mode

I Active radio connections use a

dedicated radio bearer

I Logical link of UE and eNodeB

I Define transmission requirements

Bearer Purpose Bearer ID

DRB1 Internet 1

DRB2 SIP (IMS) 2

DRB3..32 RTP 3..32

I DRB1: Standard Internet connection

I DRB2: Signalling traffic for the IMS

I DRB3..32: Phone calls, is immediately

removed after the call
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Demo: DRB

Demo:

Setting the DRB
l t e −r r c . d r b I d e n t i t y | | ( l t e −r r c . c1 == 4)

# d e m o r e v o l t e n o t p o s s i b l e . pcap

# 1 R R C C o n n e c t i o n R e c o n f i g u r a t i o n

# 6 R R C C o n n e c t i o n R e c o n f i g u r a t i o n

# demo PDCP . pcap

# 35 R R C C o n n e c t i o n R e c o n f i g u r a t i o n
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Why are Bearers relevant?

We will later exploit a keystream reuse. Using the same bearer ID contributes

to keeping the same keystream.

What we need to know:

I How does the eNodeB pick the bearer ID?

I Does the bearer ID stay the same?
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Challenges

Performance

I Codecs and

comfort noise

I Robust header

compression

I Radio data bearers

IP Multimedia

Subsystem (IMS)

I Control and

media planes

I Packet-switched

architecture

Security

I Radio-layer encryption

I Additional AKA

I SRTP
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IP Multimedia Subsystem (IMS)
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IP Multimedia Subsystem (IMS)

I IMS: Generic system for IP-based multimedia

I RTP: Transport audio and video via IP

I SIP: Build and control communication session
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Radio Bearers

Bearer Purpose Bearer ID

DRB1 Internet 1

DRB2 SIP (IMS) 2

DRB3..32 RTP 3..32
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Why is the IMS relevant?

What we need to know:

I RTP bearer is the most important for our attack.

I Two security features are relevant:

(1) RTP versus SRTP

(2) Bearer ID as input for the keystream generation.
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Challenges

Performance

I Codecs and

comfort noise

I Robust header

compression

I Radio data bearers

IP Multimedia

Subsystem (IMS)

I Control and

media planes

I Packet-switched

architecture

Security

I Radio-layer

encryption

I Additional AKA

I SRTP
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Radio-Layer Encryption

Sender

Plaintext m
AES

IV

Key
Ciphertext c

I PDCP applies the encryption

algorithm EEA.

• EEA1: Snow3G

• EEA2: AES in counter mode

• EEA3: ZUC

I Plaintext gets XOR-ed with keystream

I Keystream blocks are generated

individually for each plaintext block
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Keystream Generation

EEAKey

Count Bearer Direction Length

Plaintext Block Ciphertext Block
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Keystream Generation

EEAKey

Count Bearer Direction Length

Plaintext Block Ciphertext Block

I Key Use plane key, established for

each new radio connection.

I Count PDCP sequence number +

PDCP hyperframe number

I Bearer Bearer identity

I Direction Uplink or downlink

I Length Length of the keystream block

(does not influence the keystream

generation)
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Why is the keystream generation relevant?

We need to reconstruct the keystream to decrypt a recorded call.

EEAKey

Count Bearer Direction Length

Plaintext Block Ciphertext Block

What we need to know:

I Do these inputs change over multiple

connections?

I What influences changes?
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Background: Authentication and Key Agreement AKA

Understanding the basics:

I LTE has mutual authentication

I This is achieved through the AKA

I For VoLTE an additional AKA is used

I We’ll first learn how the AKA works

I We need this to understand the VoLTE AKA
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Authentication and Key Agreement AKA

Mutual Authentication in LTE:

I LTE uses a challenge-response protocol to establish mutual authentication

between the UE and the network

I The protocol uses symmetric key cryptography

I The UE has its secret K on the SIM card

I The operator stores their secrets K in the core network (HSS)

Authentication and Key Agreement AKA:

I Before the AKA, the RRC Connection Establishment takes place

I (Remember the Identity Mapping attack of last week, RNTIs, . . . )

I In this process, the UE sends its ID towards the network

I The ID is used to check the correct individual information
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Authentication and Key Agreement

VPLMN HPLMN

UE eNodeB MME HSS

RRC Connection Establishment
ID

XRES = FK (C ,AUTH)

C ,AUTH

RES = FK (C ,AUTH)

RES

RES = XRES
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Authentication and Key Agreement

(1) After connection was established, network sends the challenge C and

authentication token AUTH

(2) Network generates individual XRES

(3) UE uses secret K to generate RES

(4) Send RES towards network, where it’s compared to XRES

Important:

I The authentication token AUTH authenticates the network towards the UE

I RES = XRES authenticates the UE towards the network

I The eNodeB only does the communication. All important computations are done

in the core network.
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AKA Core Components

I Challenge C : Like a nonce

I Authentication Token AUTH:

ID-specific

• Sequence number, receives

updates whenever used

• In sync between HSS and UE

• Authenticates network to UE

I Cryptographic function F : Generate

tokens RES and XRES

I Secret K : Symmetric key

VPLMN HPLMN

UE eNodeB MME HSS

RRC Connection Establishment
ID

XRES = FK (C ,AUTH)

C ,AUTH

RES = FK (C ,AUTH)

RES

RES = XRES
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VoLTE AKA

VPLMN HPLMN

UE eNodeB MME HSS

RRC Connection Establishment
ID

XRES = FK (C ,AUTH)

C ,AUTH

RES = FK (C ,AUTH)

RES

RES = XRES

I UE and Evolved Packet Core (EPC)

use the AKA for mutual

authentication.

I The IMS is a new component in this

setting. It also uses mutual

authentication.

I To achieve this, the User

Equipment (UE) needs to go through

a second AKA.
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Second AKA

Initial Authentication and Key Agreement (AKA)

I Initial AKA authenticates UE and EPC

I After that, all traffic is encrypted.

VoLTE AKA

I When the UE wants to make a VoLTE call, it establishes mutual authentication

with the IMS.

I A second AKA takes place.

I All messages use the already authenticated LTE connection.
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VoLTE AKA

UE E-UTRAN EPC IP-Services

G

l

l

l

HSS

MME

S-GW

P-GW

Ã

Ã

Internet

IMS Network
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VoLTE AKA
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VoLTE AKA: Step by Step

G l

Ã

Ã

HSS

MME

S-GW

P-GW

Internet

IMS Network

EPC IP-Services

1
2

3

4

5

LTE AKA

VoLTE AKA
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VoLTE AKA

1 Radio connection between UE and eNodeB

2 VoLTE traffic is treated as user plane data → handled in Serving

Gateway (S-GW).

3 PDN Gateway (P-GW) receives traffic and forwards it to the IP network.

4 IMS checks whether user is allowed to receive service.

5 Checks identity at HSS.
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Session Initiation Protocol (SIP)

UE IMS

REGISTER
IMSI

RAND,AUTN

401 UNAUTHORIZED
AUTN

RES

RES

CheckRES

200 OK

VoLTE AKA Protocol

I The VoLTE AKA uses SIP.

I UE sends IMSI for identification at

the HSS.

I Caller and callee both authenticate.
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Secure Real-Time Transport Protocol (SRTP)

SRTP

The SRTP adds encryption, message authentication and integrity, and replay attack

protection to RTP.

SRTP Security

I SRTP would add an additional layer of encryption.

I This encryption happens on higher layers of the protocol stack.

VoLTE security measures are optional.

It is up to the provider to configure these features.
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First Lecture: Mobile Lifecycle

Specification Implementation Configuration

Define things on paper Transform it into code Fine-tune the live network

Things are flawed by

definition.

All devices with this

implementation are flawed.

Local network has a flawed

configuration.

Update specification d Patch implementation m Patch configuration �
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Why is the VoLTE AKA relevant?

The second AKA and SRTP enable additional encryption.

UE IMS

REGISTER
IMSI

RAND,AUTN

401 UNAUTHORIZED
AUTN

RES

RES

CheckRES

200 OK

What we need to know:

I How often does the network apply the

second VoLTE AKA?

I How often is SRTP used for an

additional layer of encryption?
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Challenges

We record a call and reconstruct the keystream from a second call.

These are the challenges:

Performance: How codecs

& compression affect traffic.

IMS: RTP bearer as main

data transportation.

Security: VoLTE AKA and

encryption through SRTP.
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Challenges: Summary

We record a call and reconstruct the keystream from a second call.

These are the challenges:

I Attack: Decrypting VoLTE calls by exploiting a keystream reuse.

I We need to consider:

(1) Performance: Codecs and compression and how this affects traffic

(2) IMS: Data bearers and the RTP bearer as main data transportation.

(3) Security: VoLTE AKA and encryption through SRTP.

I Next: Understanding the ReVoLTE attack
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Challenges: Exam Examples

I What is Robust Header Compression?

I Why do we need to consider ROHC and codecs for the attack?

I What do we exploit for the ReVoLTE attack?

I Why does SRTP influence the attack?

I Why does VoLTE use a second AKA?

I What protocol is used for the VoLTE AKA?
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Attack



Call me Maybe!

(1) Unclear specification

(2) Keystream reuse

(3) Wireless sniffing

(4) Decrypt calls
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Target and Keystream Call

Target Call

Keystream Call
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Stream Cipher

EEAKey

Count Bearer Direction Length

Plaintext Block Ciphertext Block

Stream Cipher

I Key: VoLTE user traffic key

I Count: Sequence number of packets

I Bearer: Bearer identity

I Direction: Uplink or downlink

I Length: Keystream block length

Same input generates same keystream!
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Input and Output

EEAKey

Count Bearer Direction Length

Plaintext Block Ciphertext Block

Same input generates

same keystream!

(PlainA ⊕ Keystream)⊕ (PlainB ⊕ Keystream) = (PlainA ⊕ PlainB)

(PlainA ⊕ PlainB)⊕ PlainB = PlainA
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Reconstructing the Plaintext

EEAKey

Count Bearer Direction Length

Plaintext Block Ciphertext Block

Adversary has control

over PlainB

(PlainA ⊕ Keystream)⊕ (PlainB ⊕ Keystream) = (PlainA ⊕ PlainB)

(PlainA ⊕ PlainB)⊕ PlainB = PlainA
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Keystream Call → PlainB

Target Call

Keystream Call
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Roadmap

Two Attack Components:

(1) VoLTE data encrypted with a stream cipher d

(2) Keystream reuse d
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Attack Concept

(1) Target Call

• User makes a phone call

• Adversary monitors encrypted traffic

• Waits until call ends

(2) Keystream Call

• Call the victim

• Talk for same duration

• Monitor traffic

(3) Reconstruct First Call
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Keystream Generation

EEAKey

Count Bearer Direction Length

Plaintext Block Ciphertext Block

I Key: VoLTE user traffic key

I Count: Sequence number of packets

I Bearer: Bearer identity

I Direction: Uplink or downlink

I Length: Keystream block length

Step-by-step check of all inputs for the keystream
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Length

EEAKey

Count Bearer Direction Length

Plaintext Block Ciphertext Block

m Length

I Keystream block length.

I Does not influence the keystream

generation.

I Does not change the keystream.
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Direction

EEAKey

Count Bearer Direction Length

Plaintext Block Ciphertext Block

mm
Direction

I Defines the direction of the traffic.

I Can either be uplink or downlink

traffic.

I We monitor traffic in both directions.

I Does not change the keystream.
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Key

EEAKey

Count Bearer Direction Length

Plaintext Block Ciphertext Block

m mm

Key

I Use plane key kup

I Established for each new radio

connection.

I If we manage to stay in the same

session, kup does not change.

I Does not change the keystream.
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Count

EEAKey

Count Bearer Direction Length

Plaintext Block Ciphertext Block

m mm

m

Count

I Count consists of the PDCP sequence

number and the PDCP hyperframe

number.

I For each new call, the count will be

reset

I Does not change the keystream.
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Bearer ID

EEAKey

Count Bearer Direction Length

Plaintext Block Ciphertext Block

m mm

m

Bearer ID

I Bearer ID for the RTP bearer can be

in range 2..32

I If a new Bearer ID is used, the

keystream changes.

I If the same Bearer ID is reused, it is

an implementation flaw.

I Might not change the keystream.
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Keystream Checklist

EEAKey

Count Bearer Direction Length

m

m m m

Plaintext Block Ciphertext Block

I Key: VoLTE user traffic key

I Count: Sequence number of packets

I Bearer: Bearer identity??

I Direction: Uplink or downlink

I Length: Keystream block length

What happens to the Bearer ID?
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Demo: Bearer Identity

Demo:

ROHC Profiles
l t e −r r c . d r b I d e n t i t y | | ( l t e −r r c . c1 == 4)

# d e m o r e v o l t e n o t p o s s i b l e . pcap

# d e m o r e v o l t e p o s s i b l e . pcap
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Target and Keystream Call

Target Call

Keystream Call

RRC Security Mode Command

kup

Reset Count

Set Bearer ID

Reset Count

Set Bearer ID
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Vulnerable Networks

3/15 eNodeBs increase the Bearer ID

12/15 eNodeBs reuse the same keystream
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Conducting the Attack

Target Call

(1) Victim places call

(2) Adversary monitors RTP bearer: Encrypted voice data

(3) Passive sniffer in the same radio cell

78



Conducting the Attack

Keystream Call

(1) Adversary calls victim immediately after target call

(2) Again, record RTP bearer with same bearer ID

(3) Reconstruct plaintext of first call
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Reconstructing the Plaintext

(PlainA ⊕ Keystream)⊕ (PlainB ⊕ Keystream) = (PlainA ⊕ PlainB)

(PlainA ⊕ PlainB)⊕ PlainB = PlainA

Controlling PlainB :

I PlainB is the keystream call

I We replay something we know

I Example: Recorded conversation

Remember the Challenges?

I Avoid comfort noise

I Anticipate the codec

I Only works without SRTP
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Attack: Summary

How the keystream reuse happens and how we conduct the attack.

I Keystream Generation:

• Direction and length are not really relevant.

• User plane key remains the same for a session.

• Count is reset, as defined in the specification.

• Last remaining input: Bearer ID

I Attack: Record target call, place keystream call, reconstruct plaintext of first call.
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Attackt: Exam Examples

I What is the critical component that causes the keystream reuse?

I How could we fix this attack vector?

I Is the ReVoLTE attack something that could happen in the real world?

I Can you remember the technical challenges we discussed in the beginning? Does

everything make a little more sense now?

I Why is there a subsequent keystream call?
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Results

I Implementation flaw

I Specification was ambiguous, this is

resolved now

I Providers can patch the flaw if known

www.revolte-attack.net
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Acronyms

AKA Authentication and Key Agreement

eNodeB Evolved NodeB

EEA EPS Encryption Algorithm

EPC Evolved Packet Core

E-UTRAN Evolved Universal Terrestrial Radio Access

HPLMN Home PLMN

HSS Home Subscriber Service

IMS IP Multimedia Subsystem

MAC Medium Access Control

MCC Mobile Country Code

MME Mobility Management Entity

MNC Mobile Network Code

NAS Non-Access Stratum

P-GW PDN Gateway

PCRF Policy and Charging Rules Function

PDCP Packet Data Convergence Protocol

PDN Packet Data Network

PHY Physical Layer

RA-RNTI Random Access RNTI

RLC Radio Link Control

RNTI Radio Network Temporary Identity

ROHC Robust Header Compression

RRC Radio Resource Control

RTP Real-Time Transport Protocol

S-GW Serving Gateway

SIP Session Initiation Protocol

SRTP Secure Real-Time Transport Protocol

UE User Equipment

VPLMN Visiting PLMN
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